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NFC: The next generation?
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with Powerpoint presentations full of excited predictions about the exponential growth of-Niegdl
Communication (NFC) or mobile phone based paymente idea of contactless payments and especially
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on-line device which is, by necessity, nearly always with the consum& S NB Qa | y I Gdz2NJF £ O
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needs and technical capability come together before it can be implemented successfully.

Mobile payments business cases for everyone
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network operators and financial services provideletwork operators have long wanted a cut of payment
transaction revenues in order to enable the addition of standard payment mechanisms and this has equally
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by a lower margin channeln these more difficult times it appears that the network operators are gradually
settling on the idea of acting as issuers of the financial applications onto the phones with direct revenues
derived from loading and personalisation of these applications and indirect revenues from the additional
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offering equivalent margins to existing card paymenfghere this is coupled to a reduced issuance cost
because issuing an application onto a mobile phone ought to be cheaper than issuing a new plastic card
and the potential for incremental revenugd @ NBRdzOAy 3 Ol akK LI &yYSyda Ay ¥
transactions what appears to be emerging is a business case that can benefit both network operators and
financial providers.

These organisations, however, form only part of what is a complex network of interested p#$es.
minimum both consumers and merchants are critical players in this process and in order to make the
business model work the technology suppliers need to provide the technology required to deliver the
functionality. Which is where this gets interesting as the law of unintended consequences plays its part in
delivering an infrastructure to mobilise payments which can be used for a whole range of otherghings
which is where consumers and merchants may really start to get interested.

Secure elements and GlobalPlatform
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secure element will usually be owned by the network operator who will control a set of cryptographic keys
which are needed to load applicatioqsuch as a payment applicatiarto the phone. This, however, is

where it gets interesting because the technology heshich is based on the concepts behind

GlobalPlatformg means that the network operator can partition the chip and give ownership of bits of it to
anyone willing to paySo, for instance, if a bank wants to load their applications they will pay the network
operator who will set the chip up with a partition for that bank and will give the bank their own

cryptographic keys.From this point on the bank can put whatever they want in this space on the;chip

credit, debit, prepaid, any combination of these or something elée.essence the bank has their own

space within the chip.

Now this allows the business model where the network operator and the financial service providers can run
their own business modelsthe financial service provider pays for the keys which is equivalent to buying a
plastic card in the physical world and then gets revenue from payments transactiaiso, of course,
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software may need to be loaded to the phone as well as the secure elegtent & ¢ | £ £ S é caBdNI |
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the same phone (Visa are mandating their own, for instantey. G KS 3INBI GSNJ a0l £t S 27
biggest issue though and we can probably put this to one side as a problem that will getcebpeetially

as there are alternatives to this using SIM based technology.

Prepaid and reharge: made for mobile
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because it takes a relatively long time and means PIN entry you need tolgedn recharge the card
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stations or, worse, holding up queues in retail environmedtsA 1 K Y20 Af ST K2 SOSNE
because the mobile channel can be used to do theupgas well as funding the tegp account) making

the whole prepaid model beautifully simple and selbntained. Incidentally the same mechanisms allow
payment issuers proper control over risk parametefsr instance, to loosen them over the busy Christmas
period or to tighten them for higher risk consumers.

Now the idea of having multiple payment vehicles on your phone begins to address the merchant and
consumer issuesg allowing this level of flexibility over a contactless interface will obviously make the

concept more attractive for consumers and will certainly encourage merchants to invest in a contactless
infrastructure¢ which mainly means contactless readers and POS software upgrades rather than a whole
new POS infrastructuréhich is not to minimise the problem, but certainly suggests that the cost of
upgrading to NFC is containabldowever, there are other, emergent, benefits of the technology which will
clearly attract both existing merchants and new ones along with a whole host of hew sorts of business
providers. After all this model is not just applicable to providers of payment application&. SNE Q& y 2 |
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imposed by the network operators.

Extending near field capabilities to ndinancials

Obvious examples are the loyalty cards offered by some of the biggest retailer chains which, if loaded on a
mobile phone, become much easier to remember and uSarrying additional plastic in order to benefit
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used, removing this problem immediately addresses the issue and,

incidentally, makes it a virtual certainty that consumers will have
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gym membership cards would be obvious additioising the
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download and securely vouchers, offers and websites allows loyalty

and payment offers to be seamlessly extended while using the

mobile as a secure data entry device, coupled to a contactless

reader linked to a PC, also starts to address many of the security

issues around performing electronic commergalthough this is

itself an obvious target for hackerslow long before key loggers

and Trojans appear on mobile phones?
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of opportunities start to present themselveswhich may, indeed, lead to unintended consequences for the
payments industry.In the UK some of our largest retailers are looking at setting up banking ditnes.e
organisations also run a huge and successful loyalty card progilagtu can remove most of the costs
associated with issuing plastic cards and target phones instead the barrier to card issuance is substantially
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extend that into payments2n fact one of the consequences of the credit crunch is that a surprisingly large
number of organisations are suddenly looking to take retail deposits all of whom are likely to be presented
with a cheap and effective way of putting payment transactional mechanisms in the hands of their
customers: if they can leverage their existing position in the wallet (for example, because the customer
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multiplied significantly, at the expense of traditional payment providers.

New models, new opportunities

None of which even touches on some of the wider opportuniti@siding transit applications to the phone,
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geographical location information provided by the phone to offer localised serviéa®n the computing
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channels is likely given that the service issues are addres3edhich the biggest issue, of course, is what
happens when you lose your phone along with your credit cards, house and card keys, loyalty programs and
transit tickets. That, however, is another story.
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